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Exam: JNO-141 Certification Questions & Answers I

Question 1:

On the Infranet Controller Ul, where do you pre-configure Odyssey Access Client settings?
A. 802.1x policy

B. User Roles

C. Authentication Realms

D. Sign-in Policies

Answer: D

Question 2:

Which configuration option can be set either in the initial console menu or the Admin IN of
the Intranet Controller?

A. administrative timeout
B. Domain name

C. VLAN ID

D. Hostname

Answer: B

Question 3:

Which three tools would You use to troubleshoot user interaction problems? (Choose three.)
A. Infranet Controllereveul log

B. policy trace

C. reach ability testing (for example,traceroute)

D. overlay enforcereveut log

E. RADINS diagnostic log

Answer: A,B,E

Question 4:

When the Infranet Enforcer is set up in transparent mode, which additional resource
policy must be configured to use OAC for IPsec enforcement?

A. access control
B. IPsec online

C. IP address pool
D. source interface

Answer: D

Question 5:

What do you lose if you require and enforce Host Checker policies at the realm level?
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A. the ability to dynamically evaluate user endpoint status

B. the ability to assign users to more than one role

C. the ability to permissively merge roles

D. the ability to assign users to roles based on endpoint status

Answer: C

Question 6:
What are three functions of the Infranet Controller? (Choose three.)

A. Verifies compliance with policies.

B. Determines VLAN allocations.

C. Acts as a 802.1X enforcer if needed.

D. Communicates frequently with Odyssey Access Client.
E. Enforces Layer 3 policies dynamically.

Answer: A,B,D

Question 7:

In which scenario would you need to configure any VLAN ports in a RADIUS Attribute
Policy?

A. You have more than two VLANSs and the Infranet Controller is connected to a trunk port
on a VLAN-enabled switch.

B. You have more than two VLANSs and the Infranet Enforcer is connected to a trunk port on
a VLAN-enabled switch.

C. You have routing configured on your network that enables the endpoint access to the
Infranet Controller.

D. You have two VLANS; the Infranet Controller is connected to each using both the Internal
and external ports.

Answer: A

Question 8:

Which log contains information about service restarts, system errors, warnings, and requests
to check server connectivity?

A. User Access log
B. Admin Access log
C. System log

D. Events log

Answer: D

Question 9:

Which two authentication and directory (authorization) combinations are possible at the
realm level? (Choose two.)

A. Authentication: Active Directory
Directory (authorization): ACE

B. Authentication: Active Directory
Directory (authorization): LDAP
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C. Authentication: RADIUS

Directory (authorization): Active Directory
D. Authentication: Anonymous

Directory (authorization): LDAP

Answer: B,C

Question 10:

You have configured multiple sign-in policies as follows:

1. The first policy uses the ~engineering/ URL and maps to a default engineering page.

2. The second policy uses the “engineering/software URL and maps to a custom software
engineering page.

What happens when a user accesses the infranet Controller by browsing the
company.com/engineering/software page?

A. The user will be presented with die custom software engineering page.
B. The user will be given the option to select The preferred page

C. The user will be presented with the default engineering page

D. The user will be presented with The error "Page not found."

Answer: A

Question 11:
Which three are Required when defining sign-in policies? (Choose three.)

. authentication server
. authentication realm
. sign-in page

. sign-in URL

. authorization server

mooOm>

Answer: B,C,D

Question 12:

Where in the Infranet Controller do you select LDAP attributes to be used for role mapping?
A. Attribute Directory Store

B. Attribute Catalog

C. LDAP Database

D. Server Catalog

Answer: D

Question 13:
When is it necessary to use the Odyssey Access Agent?

A. to communicate with the infranet Controller

B. to enable 802.1Xsupport on the endpoint

C. to binding IPsec tunnel between endpoint and enforcer
D. to perform overlay enforcement
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Answer: C

Question 14:

When the Host Enforcer option is enabled, all traffic is denied by default except for which
two? (Choose two.)

A. NTP

B. DHCP

C. traceroute
D. PING

Answer: B,D

Question 15:

If Host Checker restrictions are applied at the role level and the "Allow access to the role if
any ONE of the select policies is passed" option is unchecked, which two statements are
true? (Choose two.)

A. Clients will pass as long as one policy is accepted.

B. All roles are evaluated together.

C. Clients must pass all policies to access the role.

D. Each role is evaluated separately.

Answer: C,D
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