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Exam: 156-815 Certification Questions & Answers I

Question 1:

Logging in to the MDS requires your username or certificate and password. Which of the
following is also required?

A. Resolvable name of Primary MDS
B. IP Address of CMA

C. Resolvable name of CMA

D. Virtual IP Address (VIP) of CMA
E. Default IP Address of CMA

Answer: A

Question 2:
The General View is the only view in which an administrator can:

A. Execute custom commands

B. Assign a Global Policy to a customer

C. Edit the CMA and MDS objects

D. Reboot a remote workstation

E. View statistics on a remote Security Gateway's performance

Answer: C

Question 3:

For which of the following components in a Provider-1 NGX deployment can a SmartCenter
server be configured as a backup?

A. Primary MLM backed up by a Secondary CMA
B. CLM
C. Primary CMA backed up by a Secondary CMA
D. MDG
E. MLM

Answer: C

Question 4:
How many CMAs can be configured for each customer on a single MDS?

A. Two different Primary CMAs

B. Depends on configuration: either one primary CMA and one secondary CMA or one
primary CMA and one customer Log Module

C. Unlimited

D. Two, one primary CMA and one secondary CMA

E. One

Answer: E
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Question 5:

Two CMAs can be for a single customer, for High Availability (HA). Which of these
statements is NOT correct for this type of CMA configuration?

A. The HA scheme requires one primary CMA and one secondary CMS, housed on different
MDS computers

B. If the Active CMAs data has not recently been synchronized with the Standby CMA, it can
no longer be used to replace the Active CMA if failover occurs.

C. Should a CMA fail for any reason, the standby CMA can continue operation without
service interruption

D. Administrators make Security Policy changes through the Active CMA only

Explanation:
Pending. Send your suggestion to feedback@testking.com

Question 6:
When is it necessary to configure an IP Address range on the Secondary MDS?

A. When Selectively backing up a specific CMA from the Primary MDS

B. When configuring the Secondary MDS for Management High Availability
C. When mirroring the Primary MDS to the Secondary MDS

D. When the Secondary MDS is located outside the NOC configuration

E. When configuring the Secondary MDS as an MLM

Answer: C

Question 7:

Which of the following services must be allowed through the NOC firewall to give a remote
MDG access to the MDS?

A. CP_GUI
B. CPMI

C. FW1_CPMI
D. TCP_GUI

E. FW1_MGMT

Answer: B

Question 8:

Two CMAs can be created for a single customer, for High Availability (HA). Which of these
statements is NOT correct for this type of CMA configuration?

A. Administrators make Security Policy changes through the Active CMA only

B. The CMAs must be synchronized to maintain the same information

C. The HA scheme requires one primary CMA and one secondary CMS, housed on different
MDS computers

D. If the Active CMA's data has not recently been synchronized with the Standby CMA, it
can no longer be used to replace the Active CMA if fail over occurs

E. Should a CMA fail for any reason, the Standby CMA can continue operation without
service interruption

Answer: D
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Question 9:

To configure cross-customer VPNs, what CMA information must be imported into the Global
Security Policy?

A. User Group objects

B. Network objects

C. Administrators objects
D. Gateway objects

E. Customer objects

Answer: D

Question 10:

How many CMAs can be configured for each customer?
A. No more than five

B. Only One

C. Two Primary and two secondary

D. One primary and one secondary

E. Unlimited

Answer: D

Question 11:

During the installation process of an MDS MLM, the MLM should be configured as a:
A. VPN-1 NGX Management Server

B. Comprehensive log server

C. MDS Container

D. Primary MDS

E. Primary MLM

Answer: C

Question 12:

How many CLMs can each MDs MLM hold?
A. 500

B. 50

C. 225

D. 250

E. unlimited

Answer: D

Question 13:

Evaluate the following statement: GUI clients and Administrators defined on the MDS are
transferred to the SmartCenter Database during synchronization.
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A. False, only Administrators defined on the MDS are transferred during database
synchronization. GUI clients must be manually defined

B. True, all GUI clients and Administrators are applied to a backup SmartCenter Server
automatically during database synchronization

C. False, a SmartCenter Server cannot be used to back up a CMA in a Provider-1 NGX
configuration

D. False, GUI clients and Administrators must be manually defined on the SmartCenter
Server. They are not transferred during database synchronization

E. False, only GUI clients defined on the MDS are transferred during database
synchronization. Administrators must be manually defined

Answer: D

Question 14:

In Provider-1 NGX, which servers are predefined as global services for use in the Global
SmartDashboard?

A. All services are predefined in VPN-1 NGX, except VOIP related services

B. None of the services are predefined

C. All services are predefined in VPN-1 NGX, except the required user-defined CPMI service
D. Only Firewall-1 control connections are predefined

E. All services are predefined in VPN-1 NGX

Answer: E

Question 15:
Which of the following commands will mirror the complete functionality of MDS1 to MDS2?

A. Mdscmd mirrormds MDS2 MDS1

B. Mirror MDS1 MDS2

C. Mdscmd mirrorcma < IP Address of MDS1> < [P Address of MDS2>
D. Mdscmd mirrormds < IP Address of MDS1> < IP Address of MDS2>
E. Mdscmd mirrorcma MDS1 MDS2

Answer: E
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