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Exam: 000-139 Certification Questions & Answers I

Question 1:

Which type of vulnerability allows an attacker to browse files that shouldn be accessible (e.g.
*.bak, "Copy of", *.inc, etc.) or pages restricted forwhich type of vulnerability allows an
attacker to browse files that shouldn? be accessible (e.g. *.bak, "Copy of", *.inc, etc.) or
pages restricted for users with higher privileges?

A. Failure to Restrict URL Access
B. Injection Flaw

C. Insecure Cryptographic Storage
D. Insecure Communication

Answer: A

Question 2:

How does AppScan test a Web application?
A. by sniffing network traffic

B. by sending HTTP requests

C. by scanning the Web server host machine
D. by performing a port scan

Answer: B

Question 3:

Which type of vulnerability can occur when a developer exposes a reference to an internal
implementation object, such as a file, directory, database record, or key, as a URL or form
parameter?

A. Insecure Direct Object Reference

B. Injection Flaw

C. Cross-site Scripting

D. Cross Site Request Forgery

Answer: A

Question 4:

Which HTTP response codes trigger Application Error vulnerabilities?
A. 302

B. 403

C. 500

D. 200

Answer: C

Question 5:


http://www.testking.com/certification-training-IBM.htm
http://www.testking.com/000-139.htm

TestKing IBM 000-139 Exam Questions & Answers

When would you set up a multi-step operation in AppScan?

A. when your application requires specific user input

B. when your application has two-factor authentication
C. when your application requires JavaScript execution
D. when your application requires a specific flow

Answer: D

Question 6:
What is indicative of Information Leakage vulnerability?

A. The message script error: Please contact the Web site administrator! is displayed.
B. The exception call stack is displayed.

C. When the user logs in, hello, username! is displayed.

D. The message incorrect username or password! is displayed.

Answer: B

Question 7:

Which lines in an HTTP response would trigger a positive result from an
AppScan test for a vulnerability of type Possible Server Path Disclosure Pattern Found?

A. <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http:/mww.w3.0rg/TR/xhtmI1/DTD/xhtml1-transitional.dtd">

B. d:\backup\website\oldfiles

C. <I--#include file="file.htm"-->

D. ./images/header/ibm/logoBigBlue.jpg

Answer: B

Question 8:

Which three actions should you take if your application requires form-based authentication?
(Choose three.)

. ensure that in-session detection is enabled and properly configured
. ensure that all session tokens are being tracked

. configure platform authentication

. configure client-side certificates

. record a login sequence

. reduce the number of threads to one

TmoO®>

Answer: A,B,E

Question 9:
Which AppScan report type relates to Sarbanes-Oxley Act, HIPPA and FISMA?

A. Delta Analysis

B. WASC Threat Classification
C. OWASP Top 10

D. Compliance
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Answer: D

Question 10:
What information does reasoning displayed in the Request / Response tab provide?

A. howAppScan constructed the test

B. why this issue causes non-compliance

C. whyAppScan concluded that there is an issue
D. how to avoid this type of issue

Answer: C

Question 11:

Which three steps should you take before running a security scan with AppScan? (Choose
three.)

A. notify IT and Web Operations teams

B. ensure only one thread is specified intheAppScan configuration
C. notify application users

D. back up your database

E. ensure that you have specified which reports you want to create
F. disable employed SMTP server

Answer: A,D,F

Question 12:

Your site contains the following URL:
http://www.mycompany.com/smb/default.jsp?page=wireless

In this URL, the Page parameter defines a unique page.
How would you configure AppScan to fully explore this site?

A. track the Page parameter

B. turn off Redundant Path limit

C. ensure JavaScript Execute is turned on
D. ignore the Page parameter

Answer: B

Question 13:
AppScan received the following test response:

An Error Has Occurred

Summary:

Syntax error in string in query expression 'userid = ". Error Message:
System.Data.OleDb.OleDbException: Syntax error in string in query expression ‘userid = ".
at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDBPARAM
S dbParams, Object executeResult) at ?

Which type of vulnerability does this error message indicate?
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A. Possible Server Path Disclosure Found
B. SQL Injection

C. XSS

D. Blind SQL Injection

Answer: B

Question 14:
Which statement is true about application-specific vulnerabilities?

A. They exist in third-party components and are fixed by applying security patches.

B. They are caused by insecure coding and are fixed by modifying the application code.
C. They are detected using application security scanners and exist in third-party
components.

D. They are known vulnerabilities and are fixed by modifying the application code.

Answer: B

Question 15:

You notice that when you run your scan, your login account gets locked out. How can you
resolve the issue?

A. reduce the number of threads

B. disables tests on your login and logout pages
C. disable JavaScript execute

D. increase the timeout limit

Answer: B
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